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Disclaimers

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS
OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS
DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL
ASSUMES NO LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING
TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A
PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER
INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly,
in personal injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL
APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND
AFFILIATES, AND THE DIRECTORS, OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS,
DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY
CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY WAY OUT OF SUCH MISSION
CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN,
MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not
rely on the absence or characteristics of any features or instructions marked "reserved" or "undefined". Intel reserves
these for future definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from
future changes to them. The information here is subject to change without notice. Do not finalize a design with this
information.

The products described in this document may contain design defects or errors known as errata which may cause the
product to deviate from published specifications. Current characterized errata are available on request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your
product order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may

be obtained by calling 1-800-548-4725, or go to: http://www.intel.com/design/literature.htm

Intel and Xeon are trademarks or registered trademarks of Intel Corporation.
*Other brands and names may be claimed as the property of others.

Copyright © 2015 Intel Corporation. All rights reserved.
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Intel® Server Board S1200SP Family TPS Introduction

1. Introduction

This Technical Product Specification (TPS) provides board specific information detailing the features,
functionality, and high-level architecture of the Intel® Server Board S1200SP family.

Design-level information related to specific server board components and subsystems can be obtained
by ordering External Product Specifications (EPS) or External Design Specifications (EDS) related to this
server generation. EPS and EDS documents are made available under NDA with Intel® and must be
ordered through your local Intel® representative. See the Reference Documents section for a list of
available documents.

1.1 Chapter Outline

This document is divided into the following chapters:

=  Chapter 1 - Introduction

=  Chapter 2 - Overview

»  Chapter 3 - Functional Architecture

=  Chapter 4 — System Security

»  Chapter 5 - Intel’ Technology Support

=  Chapter 6 — Platform Management Functional Overview
=  Chapter 7 — Advanced Management Feature Support (RMM4)
=  Chapter 8 - On-board Connector/Header Overview

= Chapter 9 - BIOS Setup Interface

=  Chapter 10 — Jumper Blocks

»  Chapter 11 - Intel’ Light Guided Diagnostics

=  Chapter 12 - Environmental Limits Specifications

=  Chapter 13 — Server Board Power Distribution

*  Appendix A - Integration and Usage Tips

*  Appendix B - Integrated BMC Sensor Tables

=  Appendix C - POST Code Diagnostic LED Decoder

=  Appendix D - POST Code Errors

»  Appendix E - Supported Intel” Server Chassis

=  Glossary

. Reference Documents
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1.2 Server Board Use Disclaimer

Intel® Corporation server boards support add-in peripherals and contain a number of high-density Very
Large Scale Integration (VLSI) and power delivery components that need adequate airflow to cool. Intel®
ensures through its own chassis development and testing that when Intel® server building blocks are used
together, the fully integrated system will meet the intended thermal requirements of these components.
It is the responsibility of the system integrator who chooses not to use Intel® developed server building
blocks to consult vendor datasheets and operating parameters to determine the amount of airflow
required for their specific application and environmental conditions. Intel® Corporation cannot be held
responsible if components fail or the server board does not operate correctly when used outside any of
their published operating or non-operating limits.
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2. Overview

The Intel” Server Board S1200SP product family consist of S1200SPS and S1200SPL. The server boards
are monolithic printed circuit boards (PCBs) with features designed to support the pedestal or rack server
markets. These server boards are designed to support the Intel” Xeon" processor E3-1200 V5 product
family. Previous generation Intel” Xeon® processors are not supported. Many of the features and functions
of these three server boards are common. A board will be identified by name when a described feature
or function is unique to it.

2.1 Intel’ Server Board S1200SP Family Feature Set

Table 1. Intel’ Server Board S1200SP Feature Set

S1200SPL | 512005PS
MicroATX 9.6"x9.6" compliant form factor

Form Factor

Processor = Support for one Intel’ Xeon’ E3-1200 V5 processor in an LGA 1151 Socket H4
package with Thermal Design Power up to 80W
* S1200SPL supports Intel” Xeon" processor E3-1200 V5 processor graphics (GT2
or 4+2), S1200SPS supports Intel” Xeon® processor E3-1200 V5 without
processor graphics (GTO or 4+0).
= 8 GT/s point-to-point DMI 3.0 interface to PCH
Chipset Intel® C236 Platform Controller Hub | Intel® C232 Platform Controller Hub
(PCH) chipset (PCH) chipset
Memory »= Two memory channels, four memory DIMMs (Two memory DIMMs per channel)

= Support for 2133 MT/s Unbuffered (UDIMM DDR4 ECC memory)

= No support for RDIMMs
= No support for SODIMMs

= No support for mixing ECC and non-ECC UDIMMs

Number

Max Memory 64GB 64GB
Add-in PCl Express* Slots | 4 3
and Module Connectors | See Note. See Note.

Add-in PCl Express* Slots
and Module Connectors
Configuration

Slot 6: PCl Express* Gen3 x 8 electrical
with 16 physical connectors, from
processor

Slot 6: PCI Express* Gen3 x 8 electrical
with 16 physical connectors, from
processor

Slot 5: PCl Express* Gen3 x 4 electrical
with 8 physical connectors, from PCH

Slot 5: PCl Express* Gen3 x 4 electrical
with 8 physical connectors, from PCH

Slot 4: PCl Express* Gen3 x 8 electrical
with 8 physical connectors, from
processor

PCl Express* Gen3 x 4 SAS module
connector, from PCH

Slot 4: PCI Express* Gen3 x 8 electrical
with 8 physical connectors, from
processor

Add-in PCI Express* Slots
and Module Connectors
Configuration

PCI Express* Gen3 x8 electrical with x16
physical connector, from processor

PCI Express* Gen3 x8 electrical with x16
physical connector, from processor

PCl Express* Gen3 x4 electrical with x8
physical connector, from PCH

PCl Express* Gen3 x4 electrical with x8
physical connector, from PCH

PCI Express* Gen3 x8 electrical with x8
physical connector, from processor

PCI Express* Gen3 x8 electrical with x8
physical connector, from processor
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S1200SPL

S1200SPS

PCl Express* Gen3 x4 SAS module
connector, from PCH

= Integrated 2D video controller in
BMC

Ethernet Two Gigabit Ethernet Ports through the | Two Gigabit Ethernet Ports through the
two Intel’ Ethernet Controller 1210 PHYs | two Intel’ Ethernet Controller 1210 PHYs
Storage = 8x SATA connectors at 6Gbps = 6x SATA connectors at 6Gbps
= 2xSGPIO = 1xSGPIO
= 1x HSBP I2C = 1xHSBP I2C
= T1x SATADOM connector (SATA port = T1x SATADOM connector (SATA port
4) 4)
SSD 1x 75 pin connector for M.2 SATA SSD | N/A
(2242 form factor)
SW RAID * Intel’ RSTe 4.x SW RAID through onboard SATA connectors provides SATA RAID
0/1/10/5.
* Intel” Embedded Server RAID Technology Il through onboard SATA connectors
provides SATA RAID 0/1/10 and optional RAID 5 support provided by the Intel’
RAID Activation Key RKSATA8RS.
Video = Display Port from CPU = Integrated 2D video controller in

BMC

Video Connector

= 1x Display Port
= 1x DB-15 video connector

1x DB-15 video connector

board
= 2x USB 2.0 ports at the back of the
board

= One 2x10 pin USB 3.0 header,
providing front panel support for two
USB ports respectively

= One 2x5 pin USB 2.0 header,
providing front panel support for two
USB ports respectively

= 1Ixinternal Type-A USB 2.0 port

ISM = BMC = BMC
*= IPMI 2.0 = IPMI 2.0
= 1xon-board dedicated RMM4 NIC
connector
Intel” Remote Management Module 4 | N/A
Lite solutions
TPM TPM 1.2 based on LPC N/A
usB = 2x USB 3.0 ports at the back of the = 2x USB 3.0 ports at the back of the

board

2x USB 2.0 ports at the back of the
board

One 2x5 pin USB 2.0 header,
providing front panel support for two
USB ports respectively

1x internal Type-A USB 2.0 port

Note: The server board S1200SPL and S1200SPS support full height full length PCle* cards. See the
following table for the limitations when the server boards is installed in server chassis PAOOOXXSFDR.

Table 2. Limiting Conditions of PCle* Card Form Factor

PCle Slot #

Conditions for full height and half length card

Conditions for full height and % length card
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4 Mezzanine SAS module is installed or SATA port 4-7 are | Mezzanine slot and SATA port 4-7 are not occupied.
occupied.

5 Mezzanine SAS module is installed or SATA port 0-3 are | Mezzanine slot and SATA port 0-3 are not occupied.
occupied.

6 Mezzanine SAS module is installed. Mezzanine slot is not occupied.

2.2 Server Board Layout

CAN 1NN (A)

e
‘Igi“' ?I:' |. ”r.

""’“"""z

1N

. o

'3 ' W1
21} \u“

"
5 il

Figure 1. Intel’ Server Board S1200SP Layout (S1200SPL)
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2.2.1 Server Board Connector and Component Layout
Each connector and major component is identified in the figure below.
RMM4 NIC
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Figure 2. Intel’ Server Board S1200SPL Layout
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Figure 3. Intel’ Server Board S1200SPS Layout
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2.2.2

Server Board Mechanical Drawings
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Figure 4. Intel’ Server Board S1200SP - Mounting Hole Locations
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Figure 5. Intel® Server Board S1200SP - Mounting Hole Locations (continued)
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Figure 7. Intel® Server Board S1200SP - Major Connector Pin-1 Locations (continued)
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Figure 9. Intel® Server Board S1200SP - Second Side Keepout Zone

Revision 1.0 13



Overview Intel® Server Board S1200SP Family TPS

2.2.3 Server Board Rear 1/O Layout

The following drawing shows the layout of the rear /O components for the server boards.

NIC1 NIC2 RMM4 NIC  Display Port

VGA 2xUSB2.0
2XxUSB3.0

AF006910
Figure 10. Intel’ Server Board S1200SPL Rear 1/O Layout

NIC1 NIC2

= —

VGA 2x USB 2.0
2xUSB 3.0

AF006911

Figure 11. Intel’ Server Board S1200SPS Rear I/O Layout

14

Revision 1.0



Intel® Server Board S1200SP Family TPS

Functional Architecture

3. Functional Architecture

The architecture and design of the Intel” Server Board S1200SP is based on the Intel” C230 series chipset.
The chipset is designed for systems based on the Intel” Xeon" processor in an LGA 1151 Socket H4

package.

The Intel” Server Board S1200SPS uses Intel’ C232 chipset. The Intel’ Server Board S1200SPL uses Intel’

C236 chipset.

The Intel” Xeon® Processor E3-1200 V5 Processors are

made up of multi-core processors based on the

14nm processor technology. The 6% Intel” Core” i3 Processors are made up of dual-core processors

based on the 14nm processor technology.

This chapter provides a high-level description of the functionality associated with each chipset
component and the architectural blocks that make up the server boards.
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Figure 12. Intel Server Board S1200SP Functional Block Diagram
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3.1 Processor Subsystem

The Intel” Server Board S1200SP supports the following processor:

* Intel’ Xeon® processor E3-1200 V5 product family

*  The 6" Generation Intel” Core” i3 processors

Note: The previous generation Intel” Xeon® processors are not supported on the Intel” server board
described in this document.

3.1.1 Intel’ Xeon’ processor E3-1200 V5 Product Family

Intel” Xeon® processor E3-1200 v5 product family highly integrated solution variant is composed of quad
processor cores:

» LGA 1151 socket package with 8 GT/s
] Up to 80 W Thermal Design Power (TDP)

The list of supported processors may be found at http://serverconfigurator.intel.com/sct_app.aspx.

Note: The workstation processor is not supported in this platform.

3.1.2 The 6 Generation Intel’ Core™ i3 Processors

The 6% Generation Intel’ Core” i3 Processors highly integrated solution variant is composed of Duo cores:

=  FC-LGA 1151 socket package with 8 GT/s
» Upto 65 W Thermal Design Power (TDP); processors with higher TDP are not supported

The list of supported processors may be found at http://serverconfigurator.intel.com/sct_app.aspx.

3.2 Processor Function Overview

With the release of the Intel” Xeon® processor E3-1200 V5 product family, several key system
components, including the CPU, Integrated Memory Controller (IMC), and Integrated 10 Module (l10), have
been combined into a single processor package and feature; up to 20 lanes of Gen 3 PCI Express* links.

The following sections provide an overview of the key processor features and functions that help to
define the performance and architecture of the server board. For more comprehensive processor specific
information, refer to the Intel’ Xeon® processor E3-1200 V5 product family documents listed in the
Reference Documents list.

Processor feature details:

*=  Up to four execution cores

*  Each core supports two threads (Intel” Hyper-Threading Technology), up to 8 threads per socket
Supported technologies:

] Intel® Virtualization Technology (Intel® VT)
= Intel® Active Management Technology 11.0 (Intel® AMT 11.0)
] Intel® Trusted Execution Technology (Intel® TXT)
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3.3

Intel® Streaming SIMD Extensions 4.2 (Intel® SSE4.2)

Intel® Hyper-Threading Technology (Intel® HT Technology)

Intel® 64 Architecture

Execute Disable Bit

Intel® Turbo Boost Technology 2.0

Intel® Advanced Vector Extensions 2 (Intel® AVX2)

Intel® Advanced Encryption Standard New Instructions (Intel® AES-NI)
PCLMULQDAQ (Perform Carry-Less Multiplication Quad word) Instruction
Intel® Secure Key

Intel® Transactional Synchronization Extensions (Intel® TSX-NI)

PAIR — Power Aware Interrupt Routing

SMEP - Supervisor Mode Execution Protection

Intel® Boot Guard

On-package Cache Memory

Intel® Software Guard Extensions (Intel® SGX)

Intel® Memory Protection Extensions (Intel® MPX)

GMM Scoring Accelerator

Intel® Image Signal Processor (Intel® ISP)

Intel® Processor Trace

Integrated Memory Controller (IMC) and Memory Subsystem

Integrated into the processor is a memory controller. Only ECC memory is supported on this platform.
Each processor provides two DDR4 Unbuffered Dual In-Line Memory Modules (UDIMM) channels that
support the following:

ECC Unbuffered DDR4
Single-channel and dual-channel memory organization modes
Data burst length of eight cycles for all memory organization modes
Memory DDR4 data transfer rates of 1866, and 2133 MT/s
64-bit wide channels
DDR4 1/O Voltage of 1.2V
Theoretical maximum memory bandwidth of:
29.8 GB/s in dual-channel mode assuming 1867 MT/s
34.1 GB/s in dual-channel mode assuming 2133 MT/s
4 Gb and 8 Gb DDR4 DRAM device technologies are supported

- Using 4 Gb DRAM device technologies, the largest system memory capacity
possible is 32 GB, assuming Dual Channel Mode with four x8 dual ranked DIMM

memory configuration

The memory channels are named as Channel A and Channel B.

Revision 1.0
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=  The memory slots are named as Slot7 and Slot2 on each channel. Slot1 is the nearest from the
processor socket.

=  DIMMs are named to reflect the channel and slot in which they are installed:
- Channel A, Slot1 is DIMM_A1.
- Channel A, Slot2 is DIMM_AZ2.
- Channel B, Slot1 is DIMM_B1.
- Channel B, Slot2 is DIMM_B2.

3.3.1 Supported Memory
=  Single Ranked x8 unbuffered ECC
=  Dual Ranked x8 unbuffered ECC

Table 3. UDIMM Support Guidelines

Ranks Speed (MT/s) and Voltage Validated by

Per Slot per Channel (SPC) and DIMM Per Channel (DPC)
D;:‘dM Memory Capacity Per DIMM 2 Slots per Channel

Data 1DPC 2DPC
Width 1.2V 1.2V
SRx8

ECC 4GB 8GB 1866, 2133 1866

DRx8

ECC 8GB 16GB 1866, 2133 1866
Notes:

1. No support for RDIMMs.

2. No support for SODIMM.

3. Allchannels in a system run at the fastest common frequency.

4. Mixing ECC and non-ECC UDIMMs anywhere on the platform is not supported.

5. Static CLTT supported using BMC (requires ECC DIMMs with thermal sensor).

3.3.1.1 Memory Population Rules

Note: Although mixed DIMM configurations are supported, Intel” only performs platform validation on
systems that are configured with identical DIMMs installed.

The processor provides two channels of memory, each capable of supporting up to two DIMMs.

= DIMMs are organized into physical slots on DDR4 memory channels that belong to processor
socket.

»  Thesilk screened DIMM slot identifiers on the board provide information about the channel. For
example, DIMM_A1 is the first slot on Channel A on processor.
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= Channel A and Channel B are independent and are not required to have the same number of
DIMMs installed. Either channel may be used for a single-DIMM configuration.

- When only one memory channel is populated, the memory runs in Single Channel
mode, with no interleaving.

=  When only one memory slot is populated, use the farthest slot in the channel. On Intel” Server
Board S1200SP, the farthest slot in the channels are A2 and B2 with blue connectors.

On the Intel’ Server Board S1200SP, a total of 4 DIMM slots is provided. The nomenclature for DIMM
sockets is detailed in the following table.

Table 4. Intel’ Server Board S1200SP DIMM Nomenclature

(0) (1

Channel A Channel B

AF006908

Figure 13. Intel’ Server Board S1200SP DIMM Slot Layout

Table 5. Intel’ Server Board S1200SP DIMM Maximum Configuration
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Max Memory Possible

4Gb DRAM Technology

8Gb DRAM Technology

Single Rank UDIMM

16GB
(4 x 4GB DIMMs)

32GB
(4 x 8GB DIMMs)

Dual Rank UDIMMs

32GB
(4x 8GB DIMMs)

64GB
(4 x 16GB DIMMs)

3.3.1.2 Publishing System Memory

=  The BIOS displays the Total Memory of the system during POST if Display Logo is disabled in
the BIOS setup. This is the total size of memory discovered by the BIOS during POST, and is the
sum of the individual sizes of installed DDR4 DIMMs in the system.

=  The BIOS displays the Effective Memory of the system in the BIOS setup. The term Effective
Memory refers to the total size of all DDR4 DIMMs that are active (not disabled).

=  The BIOS provides the total memory of the system in the main page of the BIOS setup. This total
is the same as the amount described by the first bullet above.

= If Display Logo is disabled, the BIOS displays the total system memory on the diagnostic screen
at the end of POST. This total is the same as the amount described by the first bullet above.

Note: Some server operating systems do not display the total physical memory installed. What is
displayed is the amount of physical memory minus the approximate memory space used by system BIOS
components. These BIOS components include, but are not limited to:

1. ACPI (may vary depending on the number of PCl devices detected in the system)

2. ACPINVS table

3. Processor microcode

4. Memory Mapped I/O (MMIOQ)

5. Manageability Engine (ME)

6. BIOS flash

3.3.2

For Intel’ Server Board S1200SP product family, the form of Memory RAS provided is Error Correction
Code (ECC). ECC uses extra bits — 64-bit data in a 72-bit DRAM array — to add an 8-bit calculated Hamming
Code to each 64 bits of data. This additional encoding enables the memory controller to detect and report
single or double bit errors, and to correct single-bit errors.

Memory RAS Features

There is a specific step in memory initialization in which all of memory is cleared to zeroes before the ECC
function is enabled, in order to bring the ECC codes into agreement with memory contents.

During operation, in the process of every fetch from memory, the data and ECC bits are examined for
each 64-bit data plus 8-bit ECC group. If the ECC computation indicates that a single bit Correctable Error
has occurred, it is corrected and the corrected data is passed on to the processor. If a double-bit
Uncorrectable Error is detected, it cannot be corrected. In each case, a Correctable or Uncorrectable ECC
Error event is generated.
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For Correctable Errors, there is a certain tolerance observed, since a Correctable Error can be generated
by something as random as a stray Cosmic Ray impacting the DIMM. Correctable Errors are counted on a
per-DIMM basis, but are just silently recorded until the tolerance threshold is crossed. The Correctable
Error Threshold for Intel” Server Board S1200SP product family board is set at 10 events. When the 10t
CE occurs, a single Correctable Error event is logged.

3.3.3 Post Error Codes

The range {OxEO - OxEF} of POST codes is used for memory errors in early POST. In late POST, this same
range of POST code values is used for reporting other system errors.

=  OxE8 - No Usable Memory Error: If no usable memory is available, the BIOS emits a beep code
and displays POST Diagnostic LED code OxE8 and halts the system.

This can also occur if all memory in the system fails and/or has become disabled during memory
initialization. For example, if a DDR4 DIMM has no SPD information, the BIOS treats the DIMM slot
as if no DDR4 DIMM is present on it. Therefore, if this is the only DDR4 DIMM installed in the
system, there is no usable memory, and the BIOS goes to a memory error code OxE8 as described
above.

= 0x53/0x55/0XES8: DIMM SPD does not respond or DIMM SPD Read Error, the DIMM will not be
detected, if the SPD does not respond, which could result in No memory Installed or No Usable
Memory Error Halt 0X53, 0x55, or OXE8, or could result later in an invalid configuration if the no
SPD DIMM is in Slot 1 on the channel.

=  0x51 - Memory SPD Error: If the DIMM does respond but the SPD cannot be successfully read,
that would cause a Memory SPD Error, memory error halt 0X51. For each memory channel, once
the DIMM SPD parameters have been read, they are checked to verify that the DIMMs on the
channel are a valid configuration, DIMM speed and size, ECC capability, and in which memory
slot the DIMMs are installed. An invalid configuration will cause the system to halt.

= OxEA - Channel Training Error: If the memory initialization process is unable to properly
perform the Data/Data Strobe timing training on a memory channel, the BIOS emits a beep code
and displays POST Diagnostic LED code OXEA momentarily during the beeping. If there is usable
memory in the system on the other channel, POST memory initialization continues. Otherwise,
the system beeps and halts with POST Diagnostic LED code OxEA staying displayed.

*  0x54/0xEB — Memory Test Error: If a DDR4 DIMM or a set of DDR4 DIMMs on the same memory
channel fails memory testing but usable memory remains available, the BIOS emits a beep code
and displays POST Diagnostic LED code OXxEB momentarily during the beeping, then continues
POST. If all of the memory fails memory testing, then system memory error code OxE8 (No
Usable Memory) as described above.

=  OxED - Population Error or Invalid DIMM: If the installed memory contains an invalid DIMM
configuration on either channel in the system, the system beeps and halts with POST Diagnostic
LED code OxED. The DIMM are installed incorrectly, not following the Fill Farthest First rule (Slot
1 must be filled before Slot 2). This will result in a DIMM Population Error, with a Memory Error
Halt OXED.

334 Processor Integrated 1/O Module (110)

The processor's integrated 1/O module provides features traditionally supported through chipset
components. The integrated I/O module provides the following features:

=  PCIl Express* Interfaces
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The integrated 1/O module incorporates the PCI Express* interface and supports up to 16 lanes
of PCI Express*. Following are key attributes of the PCl Express* interface:

- Gen3 speeds at 8 GT/s (no 8b/10b encoding)

- Canoperate at 2.5 GT/s, 5 GT/s, or 8 GT/s

The Intel’ Server Board S1200SP support PCle* slots:

- Slot 6: PCI Express* Gen3 x8 electrical with x16 physical connector, from processor.

- Slot 5: PCI Express* Gen3 x4 electrical with x8 physical connector, from PCH.

- Slot 4: PCl Express* Gen3 x8 electrical with x8 physical connector, from processor.
] Direct Media Interface (DMI)

Direct Media Interface (DMI) connects the processor and the PCH. DMI2.0 is supported.

Note: Only DMI Gen3 x4 configuration is supported.

- DMI 2.0 support

- Compliant to Direct Media Interface Second Generation (DMI2).
- Four lanes in each direction.

- 8 GT/s point-to-point DMI interface to PCH is supported.

3.3.5 Intel’ Integrated RAID Option

The Intel” Server Board S1200SPL provides a SAS/ROC Mezzanine slot (J4J1) to a high density 80-pin
connector labeled SAS_MOD for the installation of an optional Intel” Integrated RAID Module.

Features of this option include:

=  SKU options to support full or entry level hardware RAID

»  Dual-core 6Gb SAS/SATA ROC/IOC (LSI* 2208 and 2308)

*  12Gb SAS ROC/IOC (LSI* 3008 and 3108)

» 4 o0r8ports and SAS/SATA or SATA

=  SKU options to support 512MB or 1GB embedded memory

» Intel’ designed flash plus optional support for Intel” RAID Maintenance Free Backup Units
(AXXRMFBU2/AXXRMFBUS5) or Intel® RAID Smart Battery AXXRSBBUO.

For supported SAS modules, refer to the document Intel® Server Boards S1200SP Configuration Guide
and Spares/Accessories List

For additional product information, refer to the document Intel” Integrated RAID Module RMS25KB080,
RMS25KB040, RMS25CB080, and RMS25CB040 Hardware User’s Guide.

3.3.6 Intel’ 1/O Acceleration Technolgy 2 (Intel’ 1/O AT2)
Intel’ I/O AT2 is not supported.

3.3.6.1 Direct Cache Access (DCA)

Direct Cache Access (DCA) is not supported on Intel’ Xeon® Processor E3-1200 v5 series.
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3.4 Intel’ C230 Series Chipset PCH Functional Overview

The following subsections provide an overview of the key features and functions of the Intel” C230 series
chipset PCH used on the server board. For more comprehensive chipset specific information, refer to the
Intel” C230 series chipset documents listed in the Reference Document list.

Table 6. Intel® C230 Series Chipset Features

C232 C236
Flex 1/O Support Yes Yes
Total SATA 3.0 Ports 6 Upto8
Total PCle* Lanes 8 UP to 20
Total USB 3.0 Ports 6 Upto 10
Total USB 2.0 Ports 12 14
ME FW SPS SPS and ME11
SATA Express Capable Port No Upto3
CPU pGFX No Yes

On the Intel” Server Boards S1200SP, the chipset provides support for the following on-board functions:

» Digital Media Interface (DMI) to Processor

=  PCl Express* Interface

=  Serial ATA (SATA) Controller

=  AHCI

=  Rapid Storage Technology enterprise (RSTe)

=  Low Pin Count (LPC) interface

= Serial Peripheral Interface (SPI)

»  Compatibility Modules (DMA Controller, Timer/Counters, Interrupt Controller)
=  Advanced Programmable Interrupt Controller (APIC)
] Universal Serial Bus (USB) Controller

=  Gigabit Ethernet Controller

] RTC

= GPIO

=  Enhanced Power Management

=  Manageability

= System Management Bus (SMBus* 2.0)

* Integrated NVSRAM controller

»  Virtualization Technology for Direct I/O (Intel” VT-d)
=  JTAG Boundary-Scan

] KVM/Serial Over LAN (SOL) Function
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3.4.1 Digital Media Interface (DMI)

Digital Media Interface (DMI) is the chip-to-chip connection between the processor and the Intel” C230
series chipset. This high-speed interface integrates advanced priority-based servicing allowing for
concurrent traffic and true isochronous transfer capabilities. Base functionality is completely software-
transparent, permitting current and legacy software to operate normally.

3.4.2 PCI Express* Interface

The Intel” C230 series chipset provides up to 20 PCI Express* Root Ports, supporting the PCI Express*
Base Specification, Revision 3.0. Each Root Port x1 lane supports up to 8 Gb/s bandwidth in each direction
(16 Gb/s concurrent). On the Intel’ Server Board S1200SPL, PCI Express* Root Ports 1-4 are configured
to support one Gen3 x4 port widths of SAS Module connector; on the Intel’ Server Board S1200SPL and
S1200SPS, PCl Express* Root Ports 5-8 are configured to support one Gen3 x4 port widths of slot 5. On
the Intel” Server Boards S1200SP family product, PCl Express* Root Port 10 is configured to support one
Gen1 x1 widths connection with the BMC chip; PCI Express* Root Port 11 and 12 are configured to
support two Gen1 x1 widths connection with the two Intel” 1210 Gigabit Ethernet Network controller.

3.4.3 Serial ATA (SATA) Controller
The Intel” C230 series chipset provides:

=  SATA host controllers that support independent DMA operation on up to eight ports and
supports data transfer rates of up to 6.0 Gb/s (600 MB/s). The SATA controller contains two
modes of operation — a legacy mode using 1/O space, and an AHCI mode using memory space.
Software that uses legacy mode will not have AHCI capabilities. The Intel” C230 series chipset
supports the Serial ATA Specification, Revision 3.0. The Intel” C230 series also supports several
optional sections of the Serial ATA II: Extensions to Serial ATA 1.0 Specification, Revision 1.0
(AHCI support is required for some elements).

= One M.2 SATA SSD 2242 Module with a separate SATA cable to any of the on-board SATA
Connector

=  Two 5-pin SATA SGPIO connectors, one to cover drive 0-3 with SDATAOUTO, the other to cover
drive 4-7 with SDATAOUT1

= SATADOM with native power from SATA connector directly on port 4 (cable-less)
= AHCI

The Intel” C230 series chipset provides hardware support for Advanced Host Controller Interface (AHCI),
a standardized programming interface for SATA host controllers. Platforms supporting AHCI may take
advantage of performance features such as no master/slave designation for SATA devices—each device
is treated as a master—and hardware assisted native command queuing. AHCI also provides usability
enhancements such as Hot-Plug. AHCI requires appropriate software support (for example, an AHCI
driver) and for some features, hardware support in the SATA device or additional platform hardware.

The server board includes support for two embedded software RAID options:

] Intel” Embedded Server RAID Technology 2 (ESRT2) based on LSI* MegaRAID SW RAID
technology

* Intel’ Rapid Storage Technology (RSTe)
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Using the <F2> BIOS Setup Utility, accessed during system POST, options are available to enable/disable
SW RAID, and select which embedded software RAID option to use.

3.43.1 Intel’ Rapid Storage Technology Enterprise

The Intel” C230 series chipset provides support for Intel” Rapid Storage Technology enterprise, providing
both AHCI (see above for details on AHCI) and integrated RAID functionality. The industry-leading RAID
capability provides high-performance RAID 0, 1, 5, and 10 functionality on up to 8 SATA ports of the Intel”
C230 series chipset. RSTe RAID support is provided to allow multiple RAID levels to be combined on a
single set of hard drives, such as RAID 0 and RAID 1 on two disks. Other RAID features include hot-spare
support, SMART alerting, and RAID O auto replace. Software components include an Option ROM for pre-
boot configuration and boot functionality, a Microsoft Windows* compatible driver, and a user interface
for configuration and management of the RAID capability of the Intel” C230 series chipset.

3.4.3.2 Intel’ Embedded Server RAID Technology 2 (ESRT2)

Features of the embedded software RAID option Intel” Embedded Server RAID Technology 2 (ESRT2)
include the following:

=  Based on LSI* MegaRAID Software Stack
= Software RAID with system providing memory and CPU utilization
=  Supported RAID Levels -0, 1, 10

=  RAID 5 support provides with upgrade key of RKSATA8RS5. RAID 5 under legacy BIOS mode is
not supported.

»  Open Source Compliance = Binary Driver (includes Partial Source files) or Open Source using
MDRAID layer in Linux*

=  OS Support = Microsoft Windows 2012*, Microsoft Windows 2008*, RHEL*, SLES, and other
Linux* variants using partial source builds

] Utilities = Microsoft Windows* GUI and CLI, Linux* GUl and CLI, DOS CLI, and EFI CLI

3.4.4 Low Pin Count (LPC) Interface

The Intel” C230 series chipset implements an LPC Interface as described in the LPC 1.7 Specification and
provides support for up to two Master/DMI devices. On the server board, the LPC interface is utilized as
an interconnection between the chipset and the Integrated Base Board Management Controller as well
as providing support for the optional Trusted Platform Module (TPM).

3.4.5 Serial Peripheral Interface (SPI)

The Intel” C230 series chipset implements an SPI Interface as an alternative interface for the BIOS flash
device.

3.4.6 Universal Serial Bus (USB) Controller

The Intel” C230 series chipset contains an eXtensible Host Controller Interface (xHCI) host controller
which supports up to fourteen USB 2.0 ports and up to six USB 3.0 ports. This controller allows data
transfers of up to 5Gb/s. The controller supports SuperSpeed (SS), high-speed (HS), full-speed (FS), and
low speed (LS) traffic on the bus.
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S1200SP USB Mapping Diagram
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Figure 14. Intel® Server Board S1200SP Series USB Mapping Diagram

3.4.6.1 Native USB Support

During the power-on self-test (POST), the BIOS initializes and configures the USB subsystem. The BIOS
can initialize and use the following types of USB devices:

=  USB Specification-compliant keyboards
=  USB Specification-compliant mouse

=  USB Specification-compliant storage devices that utilize bulk-only transport mechanism
USB devices are scanned to determine if they are required for booting.

The BIOS supports USB 2.0 mode of operation, and as such supports USB 1.1 and USB 2.0 compliant
devices and host controllers.

During the pre-boot phase, the BIOS automatically supports the hot addition and hot removal of USB
devices and a short beep is emitted to indicate such an action. For example, if a USB device is hot plugged,
the BIOS detects the device insertion, initializes the device, and makes it available to the user. During
POST, when the USB controller is initialized, it emits a short beep for each USB device in the system as if
they were all just “hot added”.

Only on-board USB controllers are initialized by BIOS. This does not prevent the operating system from
supporting any available USB controllers including add-in cards.
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3.4.6.2 Legacy USB Support

The BIOS supports PS/2 emulation of USB keyboards and mouse. During POST, the BIOS initializes and
configures the root hub ports and searches for a keyboard and/or a mouse on the USB hub and then
enables the devices that are recognized.

3.4.7 Gigabit Ethernet Controller

Network connectivity is provided by means of two onboard Intel” Ethernet Controller 1210 providing up
to two 10/100/1000 Mb Ethernet ports. The Intel’ Ethernet Controller 1210 is single, compact, low-power
components that offer a fully-integrated Gigabit Ethernet Media Access Control (MAC) and Physical Layer
(PHY) port. The Intel” Ethernet Controller 1210 uses the PCl Express* architecture from the Intel” C230
series PCH and provides a single-portimplementation in a relatively small area so it can be used for server
and client configurations as a LAN on Motherboard (LOM) design.

External interfaces provided on the 1210:

] PCle Rev. 2.0 (2.5 GHz) x1

= MDI (Copper) standard IEEE 802.3 Ethernet interface for 1T000BASE-T, 100BASETX, and
10BASE-T applications (802.3, 802.3u, and 802.3ab)

*  NC-SI or SMBus* connection to a Manageability Controller (MC)
= EEE 1149.1 JTAG (note that BSDL testing is NOT supported)

Each Ethernet port drives two LEDs located on each network interface connector. The LED at the right of
the connector is the link/activity LED and indicates network connection when on, and transmit/receive
activity when blinking. The LED at the left of the connector indicates link speed as defined in the following
table.

Table 7. External RJ45 NIC Port LED Definition

Link / Activity —| — Speed LED
LED
LED Color LED State NIC State

Green/Amber (Right) Off 10 Mbps

Amber 100 Mbps

Green 1000 Mbps
Green (Left) On Active Connection

Blinking Transmit/Receive activity

3.4.71 MAC Address Definition

Intel” Server Board S1200SPL has the following MAC addresses assigned to them at the factory:

] NIC 1 MAC address (for OS usage)
] NIC 2 MAC address = NIC 1 MAC address + 1 (for OS usage)
= BMC LAN channel 1 MAC address = NIC1 MAC address + 2
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BMC LAN channel 2 MAC address = NIC1 MAC address + 3
] BMC LAN channel 3 (DMN) MAC address = NIC1 MAC address + 4

Intel” Server Board S1200SPS has the following MAC addresses assigned to it at the factory:

] NIC 1 MAC address (for OS usage)

] NIC 2 MAC address = NIC 1 MAC address + 1 (for OS usage)
=  BMCLAN channel 1 MAC address = NIC1 MAC address + 2
=  BMCLAN channel 2 MAC address = NIC1 MAC address + 3

3.4.8 Serial Ports

The server board provides a nine-pin internal DH-10 serial header. You can use a standard DH-10 to DB9
cable to direct serial A port to the rear of a chassis.

3.49 KVM/Serial Over LAN (SOL) Function

These functions support redirection of keyboard, mouse, and text screen to a terminal window on a
remote console. The keyboard, mouse, and text redirection enables the control of the client machine
through the network without the need to be physically near that machine. Text, mouse, and keyboard
redirection allows the remote machine to control and configure the client by entering BIOS setup. The
KVM/SOL function emulates a standard PCl serial port and redirects the data from the serial port to the
management console using LAN. KVM has additional requirements of internal graphics and SOL may be
used when KVM is not supported.

3.4.10 System Management Bus (SMBus* 2.0)

The Intel” C230 series chipset contains a SMBus* Host interface that allows the processor to communicate
with SMBus* slaves. This interface is compatible with most 12C devices. Special 1°C commands are
implemented. The Intel” C230 series chipset's SMBus* host controller provides a mechanism for the
processor to initiate communications with SMBus* peripherals (slaves). Also, the Intel” C230 series chipset
supports slave functionality, including the Host Notify protocol. Hence, the host controller supports eight
command protocols of the SMBus* interface (see System Management Bus (SMBus*) Specification,
Version 2.0): Quick Command, Send Byte, Receive Byte, Write Byte/Word, Read Byte/Word, Process Call,
Block Read/Write, and Host Notify.

The Intel” C230 series chipset's SMBus* also implements hardware-based Packet Error Checking for data
robustness and the Address Resolution Protocol (ARP) to dynamically provide address to all SMBus*
devices.

3.4.11 Intel’ Virtualization Technology for Direct 1/0O (Intel’ VT-d)

The Intel” C230 series chipset provides hardware support for implementation of Intel” Virtualization
Technology with Directed 1/O (Intel” VT-d). Intel” VT-d Technology consists of technology components
that support the virtualization of platforms based on Intel” Architecture Processors. Intel” VT-d
Technology enables multiple operating systems and applications to run in independent partitions. A
partition behaves like a Virtual Machine (VM) and provides isolation and protection across partitions. Each
partition is allocated its own subset of host physical memory.
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3.5 Integrated Baseboard Management Controller (BMC) Overview

The Integrated BMC is provided by an embedded ARM9* controller and associated peripheral
functionality that is required for IPMI-based server management. Firmware usage of these hardware
features is platform dependent.

The following is a summary of the Integrated BMC management hardware features that comprise the
BMC:

= |PMI 2.0 Compliant

»  400MHz 32-bit ARM9* processor with memory management unit (MMU)

= Two independent 10/100/1000 Mb/s Ethernet Controllers with RMII/RGMII support
= DDR2/3 16-bit interface with up to 800 MHz operation

= Sixteen 10-bit ADCs

= Sixteen fan tachometers

» Eight Pulse Width Modulators (PWM)

= Chassis intrusion logic

=  JTAG Master

*=  EightI2Cinterfaces with master-slave and SMBus* timeout support. All interfaces are SMBus* 2.0
compliant.

] Parallel general-purpose I/O Ports (16 direct, 32 shared)

»  Serial general-purpose I/O Ports (80 in and 80 out)

=  Three UARTs

= Platform Environmental Control Interface (PECI)

=  Six general-purpose timers

*  Interrupt controller

»  Multiple Serial Peripheral Interface (SPI) flash interfaces

=  NAND/Memory interface

=  Sixteen mailbox registers for communication between the BMC and host
= LPCROM interface

=  BMC watchdog timer capability

»  SD/MMC card controller with DMA support

=  LED support with programmable blink rate controls on GPIOs
=  Port 80h snooping capability

=  Secondary Service Processor (SSP), which provides the HW capability of offloading time critical
processing tasks from the main ARM* core.
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Figure 15. Integrated BMC Functional Block Diagram

Emulex* Pilot Il contains an integrated SIO, KVMS subsystem and graphics controller with the following
features:

3.5.1 Super 1/0 Controller

The integrated super I/O controller provides support for the following features as implemented on the
server board:

» Keyboard Style/BT interface for BMC support

»  Two Fully Functional Serial Ports, compatible with the 16C550
= Serial IRQ Support

» Upto 16 Shared GPIO available for host processor

= Programmable Wake-up Event Support

= Plug and Play Register Set

=  Power Supply Control

3.5.2

The Integrated BMC contains a remote KVMS subsystem with the following features:

Remote Keyboard, Video, Mouse, and Storage (KVMS)

= USB 2.0 interface for Keyboard, Mouse and Remote storage such as CD/DVD ROM and floppy
= USB 1.1/USB 2.0 interface for PS2 to USB bridging, remote Keyboard and Mouse
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» Hardware Based Video Compression and Redirection Logic

=  Supports both text and Graphics redirection

= Hardware assisted Video redirection using the Frame Processing Engine

= Direct interface to the Integrated Graphics Controller registers and Frame buffer

= Hardware-based encryption engine
3.5.2.1 Integrated BMC Embedded LAN Channel

The Integrated BMC hardware includes two dedicated 10/100 Mb/s network interfaces. These interfaces
are not shared with the host system. At any time, only one dedicated interface may be enabled for
management traffic. The default active interface is the NIC 1 port.

For these channels, support can be enabled for IPMI-over-LAN and DHCP. For security reasons,
embedded LAN channels have the following default settings:

. IP Address: Static
. All users disabled

3.5.3 Graphics Controller and Video Support

The integrated graphics controller provides support for the following features as implemented on the
server board:

* Integrated Graphics Core with 2D Hardware accelerator

= DDR-3 memory interface supporting up to 128MB of memory, 16MB allocated to graphic
= Supports display resolutions up to 1920 x 1200 16bpp @ 60Hz

= High speed Integrated 24-bit RAMDAC

= Single lane PCI Express* host interface running at Gen 1 speed

The integrated video controller supports all standard IBM VGA modes. The following table shows the 2D
modes supported for both CRT and LCD.

Table 8. Onboard Video Resolution and Refresh Rate (Hz)

2D Mode 2D Video Mode Support (Color Bit)

Resolution 8 bpp 16 bpp 24 bpp 32 bpp
640x480 60,72,75, 85 60, 72,75, 85 Not supported 60,72,75, 85
800x600 60,72,75,85 60,72,75,85 Not supported 60,72,75,85
1024x768 60, 70, 75, 85 60, 70, 75, 85 Not supported 60, 70, 75, 85
1152x864 75 75 75 75

1280x800 60 60 60 60

1280x1024 60 60 60 60

1440x900 60 60 60 60

1600x1200 60 60 Not Supported Not Supported

1680x1050 60 60 Not Supported Not Supported
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2D Mode 2D Video Mode Support (Color Bit)
Resolution 8 bpp 16 bpp 24 bpp 32 bpp
1920x1080 60 60 Not Supported Not Supported
1920x1200 60 60 Not Supported Not Supported

Note: Video resolutions at 1600x71200 and higher are only supported through the external video
connector located on the rear /O section of the server board.

On Intel® Server Board S1200SPL, the display port is supported from the processor. A display port to
VGA convertor and a VGA mux are implemented to enable VGA output from processor graphics. Users
can set “Primary Display” option in BIOS to Add-in Graphics or VGA Port or Display Port and set “VGA
Port Output” option to Onboard Video or Processor Graphics.
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4. System Security

4.1 BIOS Password Protection

The BIOS uses passwords to prevent unauthorized tampering with the server setup. Passwords can
restrict entry to the BIOS Setup, restrict use of the Boot Popup menu, and suppress automatic USB device
reordering.

There is also an option to require a Power On password entry in order to boot the system. If the Power
On Password function is enabled in Setup, the BIOS will halt early in POST to request a password before
continuing POST.

Both Administrator and User passwords are supported by the BIOS. An Administrator password must be
installed in order to set the User password. The maximum length of a password is 14 characters. A
password can have alphanumeric (a-z, A-Z, 0-9) characters and it is case sensitive. Certain special
characters are also allowed, from the following set:

1@#$ % A&*()-_+=1?

The Administrator and User passwords must be different from each other. An error message will be
displayed if there is an attempt to enter the same password for one as for the other.

The use of Strong Passwords is encouraged, but not required. In order to meet the criteria for a Strong
Password, the password entered must be at least 8 characters in length, and must include at least one
each of alphabetic, numeric, and special characters. If a weak password is entered, a popup warning
message will be displayed, although the weak password will be accepted.

Once set, a password can be cleared by changing it to a null string. This requires the Administrator
password, and must be done through BIOS Setup or other explicit means of changing the passwords.
Clearing the Administrator password will also clear the User password.

Alternatively, the passwords can be cleared by using the Password Clear jumper if necessary. Resetting
the BIOS configuration settings to default values (by any method) has no effect on the Administrator and
User passwords.

Entering the User password allows the user to modify only the System Time and System Date in the Setup
Main screen. Other setup fields can be modified only if the Administrator password has been entered. If
any password is set, a password is required to enter the BIOS setup.

The Administrator has control over all fields in the BIOS setup, including the ability to clear the User
password and the Administrator password.

It is strongly recommended that at least an Administrator Password be set, since not having set a
password gives everyone who boots the system the equivalent of administrative access. Unless an
Administrator password is installed, any User can go into Setup and change BIOS settings at will.

In addition to restricting access to most Setup fields to viewing only when a User password is entered,
defining a User password imposes restrictions on booting the system. In order to simply boot in the
defined boot order, no password is required. However, the F6 Boot popup prompts for a password, and
can only be used with the Administrator password. Also, when a User password is defined, it suppresses
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the USB Reordering that occurs, if enabled, when a new USB boot device is attached to the system. A User
is restricted from booting in anything other than the Boot Order defined in the Setup by an Administrator.

As a security measure, if a User or Administrator enters an incorrect password three times in a row during
the boot sequence, the system is placed into a halt state. A system reset is required to exit out of the halt
state. This feature makes it more difficult to guess or break a password.

In addition, on the next successful reboot, the Error Manager displays a Major Error code 0048, which
also logs a SEL event to alert the authorized user or administrator that a password access failure has
occurred.

4.2 Trusted Platform Module (TPM) Support

Trusted Platform Module (TPM) option is a hardware-based security device that addresses the growing
concern on boot process integrity and offers better data protection. TPM protects the system start-up
process by ensuring it is tamper-free before releasing system control to the operating system. A TPM
device provides secured storage to store data, such as security keys and passwords. In addition, a TPM
device has encryption and hash functions. The server board implements TPM as per TPM PC Client
Specifications, revision 1.2, by the Trusted Computing Group (TCG).

A TPM device is optionally installed onto a high density 14-pin connector labeled TPM and is secured
from external software attacks and physical theft. A pre-boot environment, such as the BIOS and
operating system loader, uses the TPM to collect and store unique measurements from multiple factors
within the boot process to create a system fingerprint. This unique fingerprint remains the same unless
the pre-boot environment is tampered with. Therefore, it is used to compare to future measurements to
verify the integrity of the boot process.

After the system BIOS completes the measurement of its boot process, it hands off control to the
operating system loader and in turn to the operating system. If the operating system is TPM-enabled, it
compares the BIOS TPM measurements to those of previous boots to make sure the system was not
tampered with before continuing the operating system boot process. Once the operating system is in
operation, it optionally uses TPM to provide additional system and data security (for example, Microsoft
Vista* supports Bitlocker drive encryption).

4.2.1 TPM security BIOS

The BIOS TPM support conforms to the TPM PC Client Specific — Implementation Specification for
Conventional BIOS, version 1.2, and to the TPM Interface Specification, version 1.2. The BIOS adheres to
the Microsoft Windows BitLocker* requirement. The role of the BIOS for TPM security includes the
following:

= Measures and stores the boot process in the TPM microcontroller to allow a TPM enabled
operating system to verify system boot integrity.

=  Produces EFl and legacy interfaces to a TPM-enabled operating system for using TPM.

=  Produces ACPI TPM device and methods to allow a TPM-enabled operating system to send TPM
administrative command requests to the BIOS.

= Verifies operator physical presence. Confirms and executes operating system TPM
administrative command requests.

=  Provides BIOS Setup options to change TPM security states and to clear TPM ownership.
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For additional details, refer to the TCG PC Client Specific Implementation Specification, the TCG PC Client
Specific Physical Presence Interface Specification, and the Microsoft BitLocker* Requirement documents.

4.2.2 Physical Presence

Administrative operations to the TPM require TPM ownership or physical presence indication by the
operator to confirm the execution of administrative operations. The BIOS implements the operator
presence indication by verifying the setup Administrator password.

A TPM administrative sequence invoked from the operating system proceeds as follows:

1. User makes a TPM administrative request through the operating system’s security software.

2. The operating system requests the BIOS to execute the TPM administrative command through
TPM ACPI methods and then resets the system.

The BIOS verifies the physical presence and confirms the command with the operator.

The BIOS executes TPM administrative commands, inhibits BIOS Setup entry, and boots directly
to the operating system which requested the TPM commands.

4.2.3 TPM Security Setup Options

The BIOS TPM Setup allows the operator to view the current TPM state and to carry out rudimentary TPM
administrative operations. Performing TPM administrative options through the BIOS setup requires TPM
physical presence verification.

Using BIOS TPM Setup, the operator can turn ON or OFF TPM functionality and clear the TPM ownership
contents. After the requested TPM BIOS Setup operation is carried out, the option reverts to No Operation.

The BIOS TPM Setup also displays the current state of the TPM, whether TPM is enabled or disabled and
activated or deactivated. Note that while using TPM, a TPM-enabled operating system or application may
change the TPM state independent of the BIOS setup. When an operating system modifies the TPM state,
the BIOS Setup displays the updated TPM state.

The BIOS Setup TPM Clear option allows the operator to clear the TPM ownership key and allows the
operator to take control of the system with TPM. You use this option to clear security settings for a newly
initialized system or to clear a system for which the TPM ownership security key was lost.

4.2.3.1 Security Screen

To enter the BIOS Setup, press the <F2> function key during boot time when the OEM or Intel’ logo
displays. The following message displays on the diagnostics screen and under the Quiet Boot logo screen:

Press <F2> to enter setup
When the Setup is entered, the Main screen displays. The BIOS Setup utility provides the Security screen
to enable and set the user and administrative passwords and to lock out the front panel buttons so they

cannot be used. The Intel” Server Board S1200SP provides TPM settings through the security screen.

To access this screen from the Main screen, select the Security option.

Main  Advanced Security Server Management  Boot Options Boot Manager
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Error! Reference source not found.
Error! Reference source not found.

Error! Reference source not found.

Error! Reference source not found.

Error! Reference source not found.

Error! Reference source not found.

Error! Reference source not found.
Error! Reference source not found.

[123aBcDeFgH$#@]
[123aBcDeFgH$#@]
Enabled/Disabled

Enabled/Disabled

<Installed/Not Installed>
<Installed/Not Installed>

<Displays current TPM Device State>
No Operation/Turn On/Turn Off/Clear Ownership

Figure 16. Setup Utility — TPM Configuration Screen

Table 9. TPM Setup Utility — Security Configuration Screen Fields

Setup Item Options Help Text Comments
TPM State* Enabled and Information only.
Activated Shows the current TPM device
Enabled and state.
Deactivated A disabled TPM device will not
Disabled and execute commands that use TPM
Activated functions and TPM security
Disabled and operations will not be available.
Deactivated An enabled and deactivated TPM
is in the same state as a disabled
TPM except setting of TPM
ownership is allowed if not
present already.
An enabled and activated TPM
executes all commands that use
TPM functions and TPM security
operations will be available.
TPM No Operation [No Operation] - No changes to Any Administrative Control
Administrative Turn On current state. operation selected will require
Control** Turn Off [Turn On] - Enables and activates the system to perform a Hard
TPM. Reset in order to become
Clear Ownership effective.
[Turn Off] - Disables and
deactivates TPM.
[Clear Ownership] - Removes the
TPM ownership authentication and
returns the TPM to a factory
default state.
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Setup Item Options Help Text Comments

Note: The BIOS setting returns to
[No Operation] on every boot cycle
by default.

4.3 Intel Trusted Execution Technology

The Intel” Xeon” Processor E3-1200 v5 Product Family support Intel” Trusted Execution Technology
(Intel” TXT), which is a robust security environment. Designed to help protect against software-based
attacks, Intel” Trusted Execution Technology integrates new security features and capabilities into the
processor, chipset, and other platform components. When used in conjunction with Intel” Virtualization
Technology, Intel” Trusted Execution Technology provides hardware-rooted trust for your virtual
applications.

This hardware-rooted security provides a general-purpose, safer computing environment capable of
running a wide variety of operating systems and applications to increase the confidentiality and integrity
of sensitive information without compromising the usability of the platform.

Intel” Trusted Execution Technology requires a computer system with Intel” Virtualization Technology
enabled (both VT-x and VT-d), an Intel’ Trusted Execution Technology-enabled processor, chipset, and
BIOS, Authenticated Code Modules, and an Intel” Trusted Execution Technology compatible measured
launched environment (MLE). The MLE could consist of a virtual machine monitor, an OS, or an application.
In addition, Intel” Trusted Execution Technology requires the system to include a TPM v1.2, as defined by
the Trusted Computing Group TPM PC Client Specification, Revision 1.2.

When available, Intel” Trusted Execution Technology can be enabled or disabled in the processor using